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I.1 Intr oduction

I.2 Smar t cards and Cr yptography

I.3 Smar t card Specific Att acks

Sensitive systemsthat are basedon smart cards useprotocols and algorithms that
have usually been subjected to rigourous analysis by the cryptographic commu-
nit y. Attackers have therefore sought other meansto circumvent the security of the
protocols and algorithms used in smart card based systems. As smart cards are
small, portable devicesthey can easily be put in a situation where their behaviour
can be observed. The simplest form of analysis of this type is intercepting al the
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I. SMAR T CARD SECURITY

communication betweena smart card and its reader. Tools are readily available on
the Internet [22] that allow the commandsto and from a smart card to be logged
and/or modi�ed. This problem is relatively easy to solve with securesessions,as
proposedin [14], but highlights the easeof man-in-the-middle type attacks against
smart cards.

More complex attacks can be realisedby monitoring information that leaksnat-
urally during a smart cards processingof information, referred to as side channel
attacks. Smart cards can also be attacked by inducing a fault during their normal
processingto change the chips behaviour. Comparing the two results can then be
used to make deductions about secretsheld by a smart card. These two classesof
attack are described in more detail in the following sections.

I.3.1 Side Channel A ttac ks

The �rst example of a side channel attack was proposed in [17]. This involved
observingthe di�erences in the amount of time required to calculatea RSA signature
to derive the secret key. This attack was conducted against a PC implementation
but a similar analysis can be applied to smart card implementations. It would be
expected to be more e�cien t against a smart card as more precisetimings can be
achieved with an oscilloscope or proprietary readers. An example of equipment
capable of acquiring this sort of information is shown in Figure I.1. The I/O race
can be seenon the oscilloscope as the yellow trace that will allow the exact amount
of clock cyclesa command took to be determined (the smart card being analysed
is in the reader in the top left corner of the image). For this reason,the amount of
time taken for a command is often constant or, if variable, not related to any secret
information.

The most common form of side channel attack is the analysis of the power
consumption, originally proposedin [18]. This is measureby placing a resistor in
series with a smart card, between the card and earth. The potential di�erence
acrossthis resistor is measuredwith an oscilloscope. This gives a measurement of
current in the circuit between the chip and the resistor. The equipment shown in
Figure I.1 is capable of taking these sort of measurements. The current at each
point in time during a command is shown as the blue trace on the oscilloscope. An
enlargement of this trace is shown on the computer screen,where the minimum,
averageand maximum of the points represented by one pixel can be seen. This is
referred to as the power consumption in the literature, and the attacks based on
thesemeasurements are power analysisattacks. There are two main typesof power
attack; theseare simple power analysis (SPA) and statistical power analysis.

Simple Power Analysis. This is the analysisof onepower consumption trace. An
attacker will look for repetitiv e patterns and distinctiv e events to reverseengineer
the algorithm being used and to try and derive any secrets being manipulated.
Figure I.2 shows a power consumption trace taken during the execution of a DES
implementation, using equipment similar to that shown in Figure I.1, where the 16
rounds of the DES algorithm can be seen. The initial (IP), �nal (IP � 1) and initial
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I.3. SMAR T CARD SPECIFIC ATT A CKS

Figure I.1. Data Acquisition Tools.
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I. SMAR T CARD SECURITY

Figure I.2. Power consumption during the execution of a DES implementation.

key (PC1) permutations have also beenidenti�ed. The initial permutations can be
distinguished due to the fact that they manipulate di�eren t amounts of data, i.e.
the initial permutation will have 8 sets of patterns with 8 features and the initial
key permutation will have 8 setsof patterns with 7 features(or 7 setsof 8 depending
on the implementation).

A compiler can implement the bitwise permutations used in DES incorrectly.
An example of an algorithm that could be produced is given in Algorithm I.1,
where each bit in bu�er X (a bu�er of n bits, where (x0; x1; : : : ; xn )2 is the binary
representation) is tested to determine whether a bit in bu�er Y should be set.

Algorithm I.1 Unsecurebitwise permutation function
Input: X = (x0; x1; : : : ; xn )2, P [�] containing the indexesof the permutation
Output: Y = (y0; y1; : : : ; yn )2

1. Y := 0;
2. for i = 0 to n � 1
3. if (xP [i ] = 1) then yi := 1;
4. return Y ;
end.

This is not a secureimplementation due to the conditional test present in step
3. The setting on one bit in bu�er Y will take a certain amount of time when the
tested bit in bu�er X is equal to 1. If a power consumption trace for this function
is compared to a known key, for example all zeros,the point where the two traces
di�er will reveal the �rst manipulated bit that is not equal to the known key. In
the casewhere the known key is all zeros where the power consumption diverges
the manipulated bit of the unknown key is equal to one, and all previous bits were
equal to 0. The power consumption trace can then be shifted to take into account
the time di�erence due to this bit and the processrepeated for the rest of the key.

This can be avoided by implementing the bitwise permutation as shown in Al-
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I.3. SMAR T CARD SPECIFIC ATT A CKS

Figure I.3. Superimposedacquisitions of one clock cycle showing the data depen-
denceof the power consumption.

gorithm I.2, where each bit is taken separately for bu�er X and assignedto bu�er
Y . This is usually more time consuming than Algorithm I.1 as each bit needsto
taken from the relevant machine word.

Algorithm I.2 Securebitwise permutation function
Input: X = (x0; x1; : : : ; xn )2, P [�] containing the indexesof the permutation
Output: Y = (y0; y1; : : : ; yn )2

1. for i = 0 to n � 1
2. yi := xP [i ];
3. return Y ;
end.

It is not always possible to change an algorithm in this manner. The modu-
lar exponentiation used RSA is an example of an algorithm that it is exceedingly
di�cult to secureagainst this type of attack as branches in the algorithm cannot
be avoided. An example of a power consumption trace that shows the square-and-
multiply algorithm is shown in [15].

Statistical Power Analysis.

Coun termeasures.

Constan t Execution

Random Dela ys can be inserted at di�eren t points in the algorithm being exe-
cuted i.e. a dummy function that takesa random amount of time to execute
can be called. This does not provide a countermeasure,but createsan extra
step for an attacker. In order to conduct any power analysisan attacker needs
to synchronise the power consumption acquisitions a posteriori . The e�ect of
conducting statistical power analysisattacks in the presenseof random delays
is detailed in [10].

Randomisation: [8, 1, 15]
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Randomised Execution is the manipulation of data in a random order sothat an
attacker doesnot know what is being manipulated. In the caseof Algorithm
I.1 an attacker would not know which bit is being manipulated at any given
point in time. Given the n! possiblecombinations an attack by simple power
analysis would be extremely di�cult.

This also inhibits any statistical analysis of the power consumption, as this
relies on the sameunknown variable being treated at the samepoint in time.
As an attacker cannot know the order in which the data hasbeentreated, this
provides an extremely e�cien t countermeasurewhen combined with randomi-
sation. An exampleof this is given in [20].

I.3.2 Fault A ttac ks

The �rst exampleof a theoretical fault attack waspresented in 1997[7] asa method
of injecting faults in to RSA signaturegenerationwhenusing the ChineseRemainder
Theorem. This wasfollowed by several other attacks on public key algorithms [6, 16]
and an equivalent for private key algorithms was proposedin [5], usually basedon
the e�ect of a 1 bit error during the computation of the algorithm under study. As
no implementations were forthcoming interest in this type of attack waned. One
of the �rst publications describing an implementation of this type of attack was
presented in 2002 [2], and described an implementation of the attack against the
RSA signature schemeand somecountermeasures. This revitalised interest in this
type of attack and is now an important aspect of smart card security.

Mo delling the E�ect of a Fault. There are several known mechanisms for in-
jecting faults into microcontrollers. Theseinclude variations in the power supply to
create a glitch or spike [13], white light [23], laser light [3] and eddy currents [21].
Figure I.4 shows equipment that can be used to inject faults with white light (left
image) and laser light (right image). The models for the faults that can be created
by thesee�ects can be summarisedas follows:

Data randomisation: the adversary could change the data to a random value.
However, the adversary doesnot control the random value and the new value
of the data is unknown to the adversary.

Resetting Data: the adversary could force the data to the blank state, i.e., reset
a given byte, or bytes, of data back to 0x00 or 0xFF, depending on the logical
representation.

Mo difying opcodes: the adversary could changethe instructions executedby the
chip's CPU. This will often have the samee�ect as the previous two typesof
attack. Additional e�ects could include removal of functions or the breaking
of loops. The previous two models are algorithm dependent, whereas the
changing of opcodes is implementation dependent.
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Figure I.4. White and laser light fault injection equipment.

These three typesof attack cover everything that an attacker could hope to do
to an algorithm. In most casesit is not usually possible for an attacker to create
all of thesepossiblefaults. Nevertheless,it is important that algorithms are able to
tolerate all typesof fault, as the fault injection methods that may be realisableon a
given platform are unpredictable. While an attacker might only ever have a subset
of the above attacks available, if that attack is not taken into account it may have
catastrophic consequencesthe security of a protocol or algorithm.

All of thesemodelsgenerally assumethat a fault injected into a chip will change
a machine word rather than a single bit. The initial models of a 1 bit fault do not
appear to be realistic. This model was based on studies of faults causedby the
e�ects of the radiation present in the upper atmosphere [24], which is important
in the designof vehiclesdesignedto travel in the upper atmosphereor space. The
e�ects of radiation are random, whereasan injected fault is intentional and will
target a given point in time.

There have not beenany publications that exploit the changeof 1 bit of infor-
mation in a chip. It is possibleto use a laserssimulate the e�ect of radiation in a
circuit [19], but smart cardswill generally usescrambled/randomised layouts so the
possibilities are limited. More successhas been achieved by targeting larger areas
to provoke a large fault.

Injecting Faults in Algorithms. The �rst fault attack published in [7] and im-
plemented in [2] can be described as follows: If we assumethat the calculation of
an RSA signature i.e. s = md (mod n), where n = p � q, the two primes upon
which the security of RSA is based. If this is calculated using the Chineseremainder
theorem the following valuesare calculated,

sp = m(d (mod p� 1)) (mod p)
sq = m(d (mod q� 1)) (mod q)

(I.1)

which can be combined to form the RSA signature s using the formula s = a � sp +
b� sq (mod N ), where:

(
a � 1 (mod p)
a � 0 (mod q)

and

(
b � 0 (mod p)
b � 1 (mod q)
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This can be calculated using the following formula:

s = sq +
�
(sp � sq) � q� 1 (mod p)

�
� q (I.2)

If this is calculate correctly, and then recalculated but with a fault injected
during the computation of sp or sq, information can be derived on oneof the primes
usedto create n.

If sq is changed to s0
q, then the signature generated will be of the form s0 =

a � sp + b� s0
q (mod n). The di�erence betweens and s0 gives:

� � s � s0

� (a � sp + b� sq) � (a � sp + b� s0
q)

� b(sq � s0
q) (mod n)

(I.3)

Hence,as b � 0 (mod p) and b � 1 (mod q) it follows that � � 0 (mod p)
(but � 6� 0 (mod q)) meaning that � is a multiple of p (but not of q). Hence,
a GCD calculation gives the secret factors of n, i.e. p = gcd(� (mod n); n) and
q = n=p.

This attack could potentially be achieved with any of the fault models given
above. This is becauseany fault in one of the modular exponentiations given in
Equations I.1 will be enough to conduct the attack. This includes modifying the
variable entering the equation before the start of the computation of the modular
exponentiation.

Another attack that was proposedshortly after the RSA attack was published
targeting DES [5]. This assumeda 1 bit fault modi�ed the calculation of the al-
gorithm in the last couple of rounds of DES. This was generalisedto allow for a
larger fault and becamea frequently cited attack within the smart card industry.
The most popular form of this attack is described in [3], and is repeated here.

DES is consideredDES to be a transformation of two 32 bit variables (L 0, R0),
i.e. the message,though sixteen iterations of the function as shown in Figure I.5 to
produce the ciphertext (L 16, R16). This is overly complex for the requirements of
this paper, and the bitwise permutations will not be considered. This meansthat
the round function can be simpli�ed to:

Rn = S(Rn� 1 � K n ) � L n� 1

L n = Rn� 1
(I.4)

where S(�) is the s-box function. The existenceof the initial and �nal permuta-
tion is also ignored as they do not contribute to the security of the algorithm.

The last round, as described above, can therefore be expressedin the following
manner:

R16 = S(R15 � K 16) � L 15

= S(L 16 � K 16) � L 15
(I.5)

If a fault occurs during the execution of the �fteen th round, i.e. R15 is ran-
domisedby a fault to becomeR0

15, then:
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I.3. SMAR T CARD SPECIFIC ATT A CKS

Figure I.5. The DES round function for round n.

R0
16 = S(R0

15 � K 16) � L 15

= S(L 0
16 � K 16) � L 15

(I.6)

If we xor R16 and R0
16 we get:

R16 � R0
16 = S(R15 � K 16) � L 15 � S(R0

15 � K 16) � L 15

= S(R15 � K 16) � S(R0
15 � K 16)

= S(L 16 � K 16) � S(L 0
16 � K 16)

(I.7)

This provides an equation where only the last subkey, K 16, is unknown. All of
the other variables are visible in the ciphertext. This equation holds for each s-box
in the last round, which meansit is possibleto search for key hypothesesin setsof
six bits. All 64 possiblekey valuescorresponding to the xor just before each s-box
are exhaustedto generatea list of possiblekey valuesfor thesekey bits. After this,
all the possible combinations of the hypothesescan be searched though with the
extra 8 key bits that are not included in the key to �nd the entire key.

If R0
15 becomesrandom then the expected number of hypothesesthat are gen-

erated can be predicted. For a given input and output di�erence there are certain
number of values that could create the pair of di�erences, as described in [4]. The
expected number of hypothesesfor the last subkey will be around 224, giving an
overall expected keyspaceof 232.

If the attack is repeated to acquire two faulty ciphertexts the intersection of the
two keyspacescan be taken. This will greatly reduce the keyspacethat will need
to be searched through to derive the key. It would be expected that two faulty
ciphertexts with the properties described above would give around 26 hypotheses
for the last subkey, leading to an exhaustive search of around 214 for the entire key.

An implementation of this is described in [11] where two faulty ciphertexts are
acquired, leading to a small exhaustive search to �nd the DES key used. Again, it
would be expectedthat any of the fault modelsgiven would enablethis attack to be
conducted. As any fault during the calculation of R15 will give a ciphertexts with
the correct properties.
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This attack is also extended in [11] to allow for any faults from the eleventh
round onwards, the details of which are beyond the scope of this article. Another
attack [12] attempts an attack of a similar nature but using faults at the beginning
of the DES algorithm.

This gives two di�eren t attacks against commonly used algorithms. There are
a plethora of other attacks on other algorithms so they can not all be listed here.
Thesetwo attacks werechosento represent the fault attacks that havebeenproposed
and implemented.

Coun termeasures. There are various types of countermeasure that can be im-
plemented to defend against fault attacks. These are usually based on existing
techniquesusedfor integrit y purposes.It would normally be expectedthat anomaly
sensorswould be implemented in a smart card that would detect an attempted fault
attack, but this cannot be relied upon as a new fault injection technique may be
able to circumvent this.

A detailed list of the possiblefault resistent hardware implementations is given
in [3]. Someof the software countermeasuresthat can be usedare listed below.

Chec ksums can be used to verify the integrit y of data at all times. This is espe-
cially important when data is being moved from onememory area to another.
For example, a fault injected in an RSA variable can compromisethe secret
key, as described above.

Variable redundancy is the reproduction of a variable in memory and functions
are performed on each variable independently . The result will be known to be
correct is both answers are identical.

Execution redundancy is the repetition of the samefunction, part of the function
or it's inverse. In the caseof the DES algorithm it would be prudent to repeat
the �rst 3 rounds to protect against the attack described in [12], and the last 5
rounds to protect against the attack described in [5, 11]. This greatly increases
the execution time but is lesscostly than repeating the entire algorithm.

In the caseof RSA the simplest solution to protect a the signature generation
function is to verify the result with the public key. The is e�cien t as signa-
ture veri�cation is extremely fast when comparedto signature generation. In
somestandards it is not always possibleto have accessto the public key, coun-
termeasureshave beenproposedthat verify certain conditions after signature
generation. An example of this type of countermeasure, and an account of
previous methods, is given in [9].

Execution Randomisation: If all the functions are conducted in a random order
it is not be possibleto determine exactly where a fault needsto be injected.
The presents a similar problem to that described in SectionI.3.1, asan attacker
is unsure of what function is being attacked. However, this merely slows an
attacker as an attack can be repeated until successful.

10



I.4. APPLICA TION AND PLA TF ORM ATT A CKS

Rati�cation coun ters and baits: A countermeasuredescribed in [3] involvesin-
cluding small functions in sensitive code that perform a small function and
verify the result calculated. When an incorrect result is detected a fault in
known to have beeninjected. The reaction to such an event would be to decre-
ment a counter. When this counter reaches0 the smart card would then cease
to function. When combined with random delays described in Section I.3.1
this can be a very e�ectiv e countermeasure.

In order to achieve a secureimplementation the above countermeasureswould
need to be combined with those presented in Section I.3.1. This implies a signi�-
cant overheadwhen implementing cryptographic algorithms for smart cards but is
necessaryto defendagainst modern attack techniques.

I.4 Applica tion and Pla tf orm att acks

I.4.1 GSM and 3G Securit y

I.4.2 Java card and Platform Speci�c A ttac ks

I.5 Summary
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